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Since Last We Met..............

An Update of the last 12 months of

activities regarding the interadon of

Medical Devices and Security
Systems.
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While it still appears that ambulatory
medical device EMI from security systems
does not pose a major pubfii health issue

at this time, FDA continues to be
concerned about the potential for adverse

patient interactions.

FDA continues to believe that a
comprehensive study of the public health

risk of medical device EMI with security
systems is still needed, and that such a
study must include a fully representatiie

sample of security systems and
ambulatory medical devices.
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Medical Devices

● Implanted Pulse Generators (I PG’s),

● Implanted Cardioverter Defibrillator
(lCDs),

● Spinal cord stimulators,

● and infusion pumps.

Objective

c Provide background on lalmratoty
research programs and acthAties related
to electromagnetic interference from
electronic article surveillance systems
(EASSS) and metal detectors (MD’s).

● Discuss in vitro published studies.

What are EASS’S and MD’s?

● Devices that emit electromagnetic fields
that cause anti-theft tags or metal
passing through the systems to emit a
detectable electromagnetic signal.

● MD systems include walk-through as
well as hand-held detectors.

● People and products are exposed.
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Concerns

● Medical Device Reporting system
continues to receive reports of device
interactions.

● Two clinical studies published since last
year show that electromagnetic fields
emitted from EASS’S can interfere with
IPG’s and ICD’S.

Health Canada In Vitro Study

EAss WTMD HHMD
Mode Cw PM swept Cw PM Cw

52% 95% o%
FKed (11/21) (2ml) (W21)

Rate
Pacing 14%” 38”%”

(3/71) (8/21)
External 52% 95%

simukded Olnl) (23LM)
EKG
Not 15% 31%

specifld (2/13) (4/13) (W$3)
Decreased rate of pacing

References for
/n Vitro EAS Testing

● Tan, K.; Hinberg, l.: A Laboratory Study
of Electromagnetic Interference Effects
from Security Systems in Implantable
Cardiac Pacemakers. URS[, Toronto,
Canada, August 1999.
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Data from Studies Should:

● Be supportive of standards
development

● Include distances of interaction

“ Document exposure required to cause
interactions

.

.

Data from Studies Should:

Document patient or device orientation
with the security system when
interactions occur.

Be a complete representative sample of
the secu~ systems and medical
device technologies in use.

FDA Activities

● hlMl Pacemaker committee EMC Task
Force dratl of PC69 -- “Active implantable

medical devices electromagnetic compatibility
(EMC) test protocol for implantable cardiac
pacemakers and implantable cardiovefier
defibrillator.”

. Chaired by MitchellShein, CDRH (our next
speaker)

● Has begun work on O-30MI-IZEMC Section
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FDA Activities

● A4Mlsessions on medical device EMC
with EASS in Boston, July 1999

“ URSI session in Toronto, August 1999

● Joined ASTM F12 Security Systems
Committee

● CDRH Letter to EASS and Metal
Detector Industry encouraging research

I rnp<, t-t. rxt I“fonlmtio” 0,,

.*LIC, .Th.ft .r, d M.!. ] lhtector .Sydmw .md P.ceznalicrs,

ICfh, u.d Spitwl Cord Stimulators
\ . . . . . . . . . . ,,, ,,- . . . ,“,...,. ,fi. .’.,” .,..,,

FDA Activities: Publications

“ Witters, D.: FDA Concerns About
Medical Device Electromagnetic
Interference with Electronic securify
Systems. MDDI: October 1999

I
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FDA Activities: Publications

● Harris, C.; et. al.: Electromangetic Field
Strength Levels Surrounding Electronic
Article Surveillance (EAS) Systems.
Heatth Physics, in press.

EASS Magnetic Field Strength Measurements
(WE/WMeasieransmts)
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FDA Activities: Publications

“ Casamento, J.: Engineering
Characterization of Common Electronic
Article Surveillance Systems
Electromagnetic Fields. Compliance
Engineering, Sept/Ott Issue

EASS Magnetic Fwlrl Sfrerrgihs

(CDRH Measurements)
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FDA Activities

● FAA NIST, and FDA will work together
to analyze metal detector interactions
with medical devices.

● Walk-through metal detectors (WT’MD)

● Hand-held metal detectors (HHMD)

● Electromagnetic field measurements
and characterization.

● Develop standardized test methods for
certain medical devices.

.-

Conclusion

. Wileitstill ap~ara that ambulatory medical device
EMI horn security systems does not pose a major
publii health issue at this time, FOA continues to be
concerned about the potential for adveme patient
interactions.

. FDA continues to beiieve that a comprehensive study
of the p.biic health risk of med”=l device EMI with
security systems is still needed, and that such a
study must indude a fully representative sample of
secu~ systems and ambulatory medical devices.

Data from Studies Should:

● Be supportive of standards
development

● Include distances of interaction

● Document exposure required to cause
interactions



Data from Studies Should:

● Document patient or device orientation
with the security system when
interactions occur.

● Be a complete representatiie sample of
the security systems and medical
device technologies in use.
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Characterizing Electromagnetic Fields ‘
of Common Electronic Article
Surveillance Systems
JON P. CA SAMENTO

During the past decade, the U.S.

Food and Drug Administration (FDA)

has received more than 28 medical

device reporting incidents of adverse

interactions between medical devices

and electronic article surveillance

(EAS) systems, metal detectors, and

security systems. 1Several case reports

and four peer-reviewed studies docu-

ment adverse interactions between

EAS systems and implanted pacemak-

ers, implanted automatic cardiac de-

fibrillator, implanted neurostimula-

tors, and other ambulatory medical

devices. z3.*7 Anecdotal reports and many newspaper articles

suggest that many more device interactions have occurred and

gone unreported.

Each year millions of people enter establishments protected

by EAS systems. Because more people are using electronic im-
.

plants and ambulatory medical devices, adverse interactions

with EAS systems are of increasing concern. FDA conducted a

study to provide data to characterize electromagnetic fields gen-

erated by EAS systems. The data presented in the study are being

used for susceptibility testing of various implanted cardiac de-

vices and other ambldatory medical devices to magnetic fields

emitted from EAS systems.

Systems Tested

FDA’s Center for Devices and Radiological Health (CDRH)

identified EAS systems in common use and collected samples of

the most popular technologies used in the United States. These

included extremely low frequency and voice-frequency (both

continuous-wave magnetic), low-frequency pulsed magnetic,

and medium-frequency and high-frequency swept radio-

frequency systems. An EAS system installer (Sentec EAS Corp.;

Deerfield Beach, FL) and an EAS system manufacturer (Check-

point Systems Inc.; Thorofare, NJ) loaned sample systems to

.42 Compliance Engineering

CDRH for the study. The seven sample

systems, including one duplicate, were

from three different manufacturers:

Sensormatic Electronics Corp. (Boca

Raton, FL); Knogo North America

(Hauppauge, NY); and Checkpoint Sys-

tems Inc.

Testing instruments and

Methods

Each EA.S system was mounted on

a simple wooden platform. The pur-

pose of the platform was to fix the

separation distances between the

transmitter and receiver pylons to separation distances found in

the typical installation for each type of system. A magnetic loop

antenna connected to a Hewlett-Packard (Palo Alto, CA) Model

8560E spectrum analyzer and a Tektronix Inc. (Portland, OR)

Model TDS 380 oscilloscope measured the frequency of opera-

tion, modulation type, and duty cycle of each EAS system.

The spatial magnetic flux density distributions were mapped

using a scanning system capable of positioning a probe any-

where in a volume measuring 2 m wide x 2 m deep x I m high.

The software to control the scanning system was developed by

Sonix Inc. (Springfield, VA). Data were recorded via a Datel Inc.

(Mansfield, MA) PC414A high-speed analog input board with

12/14-bit amdog-to-digital resolution. The three-axis scanning

system was bolted to the ceiling of a shielded room. The z-axis

structure (representing up and down scanning) was construct-

ed of nonconduct”mg materials that are minimally perturbing to

electromagnetic fields.

Different electromagnetic field measurement systems were

used for different frequency ranges (see Table I). ~ except one

were three-axis (isotropic) probes that measured the total mag-

netic field at a given point. A single-axis Deno electric field mea-

surements (EFM) (West Stockbridge, MA) Model 116-3-60-

0367 magnetic field probe was used for the extremely low
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frequency field mapping (219-535 Hz).

The extremely low frequency magnetic

fields were mapped in three separate

scans for each plane. In each scan, the

Deno magnetic field probe was oriented

along a different orthogonal axis. At each

point, the data were then combined using

the square root of the SUM of the squares

in each of the three orthogonal field com-

ponents. Extremely low frequency and

very low frequency magnetic fields were

also measured using a Holaday Indus-

tries Inc. (Eden Praiiie, MN) Model HI-

3627 extremely low frequency magnetic

field meter (5 Hz-2 l&Ez). -

The voice-frequency magnetic fields

were mapped using a Wandell and

Goltermann (Research Triangle Park,

NC) Model EFA-2 (5 Hz-30 kHz) field

analyzer that can make isotropic mea-

surements. Low-frequency pulsed mag-

netic fields were mapped using a Hola-

day Industries Inc. Model HI-3637 ve~

low frequency (2–400 kHz) isotropic
Table I. Measurement instruments used for EM field mapping of EAS systems.

magnetic field meter. The medhrrr- and high-frequency swept

radio-frequency magnetic fields were mapped using an HI-

4433-LFH broadband (0.3–10 MHz) magnetic field probe. The

electric fields were mapped using an HI-4433-HSE (0.5

MHz–1,5 GHz) isotropic electric field probe. Prior to making

these magnetic field measurements, the probes were calibrated

using an EMCO (Austin, TX) Helmholtz coil, driven by a

Hewlett-Packard Model 33 120A function/arbitrary waveform

generator connected to an ADCOM (East Brunswick, NJ) GFA-

55511 high-current power amplifier. For the low-frequency range

(30-300 kHz) and higher-frequency ranges, the arbitrary wave-
.

form generator was connected directly to the Helmholtz coil.

Current to the Helmholtz coil was monitored across a preci-

sion 1Yo 20-W 0.866-Q resistor with a Fluke (Everett, WA)

Model 87 True rms multimeter, a Keithley Model 197 au-

toranging microvolt digital multimeter, or a Tektronix Model

TDS 380 digital real-time oscilloscope, depending upon the fre-

quencies being calibrated.

The low-frequency to high-frequency magnetic field probe ac-

curacy was verified by using spot measurements with a single-

loop antenna and the HP-8560E spectrum analyzer. A single turn

loop of area 21.5 cml was made from a section of 0.325-in. (8.26

mm) diam SO-Q semirigid cable measuring 86 cm from the cen-

ter of the loop to the end of the connector. The outer copper jack-

et of the loop is cut circumfcrentially around the portion of the

cable jacket centered on the section of the loop farthest from the

main shaft leading to the N-type connector to cancel electric

field-induced currents. This loop was placed in the magnetic field

at the same location as the low-frequency and high-frequency

44 Compliance Engineering

magnetic field probes; it was rotated to achieve the maximum

reading on the spectrum analyzer. The calculated iield strength

from the single turn loop was then compared with the measured

field strength from the HI-4433-LFH broadband isotropic mag-

netic field probe. When the measurements from the two instru-

ments were within ~ 1.S dB, they were considered to agree.

A scanning protocol specified that electromagnetic measure-

ments would be made in two horizontal planes and three verti-

cal planes around the transmitter pylon resulting in five data

sets. Measurements were made at two heights in the horizontal

plane (see Figure 1) for each EAS system. An electromagnetic

field map was made at a height of 130 cm and at the height of

the maximum flux density for each EAS system (as determined

by a scan of the vertical normal plane). Vertical measurements

were made in three different planes. Two vertical-plane measures

were performed, each parallel with the face of the EAS system

transmitter pylon. The planes were located 6 and 36 cm from the

transmitter pylon face. The vertical planes were 100 cm high

starting 55 cm from the base of the transmitter pylon. The third

vertical pIane was normal to and centered on the face of the

transmitter pylon (see Figure 3). The nearest edge of this plane

was 6 cm away from the pylon of the EAS system.

Laboratory Research Results

Figure 2 shows an example plot for the horizontal pl~ne 130

cm from the floor. Table 11 provides a summary for the eight

systems of the maximum magnetic flux density measured at a

single point 36 cm from the EAS system transmitter pylon face

at a height of 130 cm from the ground, along the centerline of

Sep~emberlOctober1999



the pylon. The distance from the floor-roughly approximates
.,

transmitting magnetic fields. The &stances noted are with

that of an implanted pacemaker in a standing aduft. The hori- reference to the inside face of one pylon (left side) as indicat-

zontal distance from the transmitter pylon was chosen to mini- ed by the distance from pylon axis.

mize mutual inductance between the magnetic field probe and

the transmitter pylon. Mso, at distances greater than three probe

diameters, the error between the i~ealized point measurement re-

ported and the isotropic volume measurement of an ideal mag-

netic field probe is less than 0.04 dB (10/o). This determination

was made by a simple spreadsheet model of a field gradient

comparing point measurements to an idealized measurement

probe surface.

Analysis and Discussion

Data are presented as peak magnetic flux density. This format

was chosen so that the magnitude of the magnetic flux den-

sity emitted from these EAS systems could be compared. Time-

varying magnetic fields (dB/dt) induce voltages in tissues and

medical device leads that can be readily calculated from peak

magnetic flux density, frequency, and modulation. Using

these calculations, medical device designers can determine if in-

teractions are likely when the device is exposed to given mag-

netic flux densities and waveforms.

Converting continuous-wave modulation measurements

from instruments reporting true root-mean-squared (rms)

values is straightforward. Data for the pulsed EAS systems re-

quired special analysis because of the nature of the instruments

used. The magnetic flux densities displayed by the Ho[aday In-

Figure 3. Magnetic field strengths for all EAS systems in the

horizontal plane 130 cm from the floor.

dustries isotropic field instruments for extremely low frequen-

cy, voice-frequency, very low frequency} and low-frequency mag-

netic fields are generated by true rms converter-integrated cir-

cuits. The true rms values from the circuits are combined from

each of the three orthogonal magnetic field sensors through
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Table II. Summary of EAS system and field strengths.

vector addition to produce the resultant magnetic field mzgni-

tude displayed by the instrument. In our study, we converted the

rms values (Brm) for magnetic flux densities to peak measure-

ments for the gated low-frequency sinusoid as shown in the fol-

lowing list using the definition of rms as given in equation ( i).

Substituting the equation of a sinusoid for f(t) yields equa-

tion (2), where o = 2rrf, f = the frequency of the sinusoid, T =

the period of the gated sinusoid, and BO= the pe~ magnetic

flux density.

7 F ‘2).B,m= T jW@~) ]2~f + ~r,!o[BoStn(@]2dt

●

The integral is evaluated from O < t < T/10, where T/10 is the

duty cycle of the gated sinusoid from the EAS units we Calcu-

lated. Since the amplitude of the gated sinusoid is zero from

T/10 < t ~, the second term in equation (2) is equal to zero.

The simplified solution for the integral is shown below in

equation (3).

(3)

For ~>> l/T, equation (3) can be approximated as

(4)

B
B

‘r = 4+0

Peak Magnetic Flux Density. Figure 3 is a summary of the

peak magnetic flux densities measured in the horizontal plane

130 cm from the floor (as shown in Figure I). The closest mea-

surements shown in Figure 3 are 15 cm from the transmitter

face. Data measured closer than this distance are likely to contain

large errors due to mutual inductance between the coils of the

EAS system and the magnetic field instrument. The EAS system

technologies measured indicate that the magnetic flux densities

are highest for the extremely low frequency, voice-frequency,

~nd low-frequency systems. The radio-frequency systems (medi-

um frequency and high frequency) had weaker magnetic flux

densities. The extremely low frequency system that we measured

had two transmitting pylons. In this system, the exposure to the

magnetic fields remains relatively higher anywhere between the

pylons than was measured between the single-transmitter pylon

systems. Table II shows a numerical summary of the flux densi-

ties measured 36 cm from each of the transmitter pylons at a

single point on the centerline of the EAS systems.

System Installation Specifications. Each EAS system manu-

facturer specifia the nominal environmental conditions in which

their units should be installed. Because most of the systems stud-

ied were installed by a third party and were acquired as used sys-

terns, some of the units may not have flux densities representa-

tive of a system installed by the manufacturer’s representatives.

However, since these IM.S systems are available on the market, the

magnetic flux densities measured would represent exposures

that may be encountered by the public. Subsequent transmitter

coil current measurements indicated that two of the 10W-

frequency systems (PM #1 and PM #2) produced magnetic fields

more than 100/ostronger than the manufacturer reported as nom-

inal at the specified supply voltage. These units also have unreg-

ulated power supplies. The building power supplied to these

units was not regulated during testing. The typical supply volt-

age to the systems during our testing \vas 126 V ac, which was

16 V ac (150A) more than the manufacturer’s designed nominal

ac voltage of 110 V ac. These two factors combine to produce re-

ported magne~ic flux densities that maybe stronger than nom-

inal for many units installed by the manufacturer and operated

a[ the nominal power line voltages ( 110 V at).
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Table III. comparison of CDRH and WEAC data

Field Tests of EAS Systems

FDA’s Winchester Engineering and Analytical Center (WEAC)

measured a number of EAS systems in use in retail stores and li-

braries in and around the greater Boston area.g Results of this
.

study were compared with measurements reported in this paper

for similar systems based on the EAS system emission frequen-

cy (Table III). WEAC measured two extremely low frequency

systems in music stores. The separation distances between EAS

system pylons for these units were greater than the pylon sepa-

ration distances that were recommended for the extremely low

frequency EAS system installed in the CDRH laboratory. The

flux densities measured were generally higher for the field sys-

tems than for the unit measured in the laboratory by 3 and 1.6

dB respectively at a horizontal distance of LIOcm from the trans-

mitter pylon and 130 crnabove the floor. When the maximum

values of the measurements made in the field and in the labo-

ratory are normalized to one and compared, the data show dif-

ferences of –1.2 and –0.4 dB respectively at 40 cm from the

transmitter pylon and 130 cm from the floor.

Comparison of flux densities for voice-frequency EAS sys-

tems at 40 cm from the transmitter pylon and 130cm from the

floor showed measurement differences of O.2 dB. Flux densities

50 Compliance Engineering

for low-frequency EAS systems

at 40 cm from the transmitter

pylon and 130 cm from the

floor showed measurement dif-

ferences of 3 dB; normaliz~d

data show a difference of 2.1 dB.

The radio-frequency EAS sys-

tems have relatively weak mag-

netic fields, and, therefore, the

instruments used by both

groups were not able to measure

the magnetic fields for the Labo-

ratory EAS systems at distances

of 40 cm or greater. The radlo-

frequency systems measured by

WEAC were library systems.

Differences between electro-

magnetic flux densities mea-

sured in the laboratory by

CDRH and field measurements

by WEAC would be expected.

The make and model numbers

of some of the systems mea-

sured by WEAC were not the

same as the models measured in

the laboratory. Differences in

commercial ac power levels

supplied to the systems and the

presence of conductive and

magnetic materials in proximi-

ty to the systems or the fields

being measured could change the electromagnetic field levels

and patterns, generated by the systems (Table III). Measure-

ments made where the flux densities are weak and where flux

densities are close to the minimum sensitivity of the measure-

ment instrument are subject to greater measurement error.

Under these conditions, small perturbations will indicate larg-

er differences in electromagnetic field measurements. Probe

positional differences can also significantly affect the repeata-

bility of measurements, particularly for those made close to the

source. Here the flux densities are changing rapidly with dis-

tance. While efforts can be made to control these variables in

the laboratory, they are very difficult to control during on-site

measurements.

Conclusion

FDA studied eight EAS systems representing seven differ-

ent models from three manufacturers. The operating fre-

quencies of these units varied from about 200 Hz to about \O

MHz. Spatial maps of electromagnetic fields indicate that

lower frequency systems genera[ly have stronger magnetic

fields than the high frequency systems. Magnetic fields also

fall off rapidly as distance increases from the transmitting

September/October 1999
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coil. Measurements indicate that systems installed in retail

stores and libraries may have flux densities that vary within

+3 dB of the laboratory measurements. Magnetic fields emit-

ted from individual EAS units of the same model may vary.

There have been a number of reports of implanted and

other ambulatory electronic medical devices interacting with

the electromagnetic fields emitted from EAS systems. The in-

formation provided in this paper maybe useful in studying

such EMI and in helping engineers employ design techniques

to minimize the vulnerability of implanted equipment.
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FDA Concerns About Medical
Device EMI with Electronic
Security Systems
In view of the variable and complex nature of EMI
devices, a cautious approach toward interference
warranted.

Donald Witters

Several recent reports have
raised concerns about the po-
tential risks for medical de-
vice users from electromag-
netic interference (EMI)

with the normal operation of medical de-
vices by certain electronic security sys-
tems, including electronic article
surveillance systems (EASS) and metal
detectors. While the number of reported
significant patient injuries from EMI
with EASS and metal detectors is low,
the information to date suggests that the
e~ectromagnetic energy emissions from
EAS S and metal detectors can interact
with some critical medical devices.

Although the full extent of the inter-
actions on specific medical devices is
not known, there does not appear to be a
major public health concern at this time.
However, with the increasing complex-
ity and portability of medical devices
and the proliferation of EASS and metal
detectors, the FDA’s Center for Devices
and Radiological Health (CDRH) has
become concerned about the potential
for EMI between these technologies and
medical devices.

EASS and antitheft systems have be-
come widely used in commercial estab-
lishments, and metal detectors are used
for security in many buildings. Both of
these kinds of electronic security sys-
tems emit electromagnetic energy to de-
tect the presence of a special tag (EASS)
or metallic materials (metal detectors).
Wkh the limited information currently
available, CDRH has sought to engage
medical device and security system man-
ufacturers in ways that will address med-
ical device user concerns while not un-

October 1999 ● Medical Oevice & Diagnostic Industry

disruptions of medical
with other devices is
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duly alarming device users or clinicians.
(Figure I.)

CDRH has taken an active role in call-
ing attention to the potential risk to med-
ical device users. The agency has per-
formed laboratory research, raised
public awareness, and provided a scien-
tific forum to address these concerns.
For example, on September 24, 1998,
CDRH organized a discussion of its con-
cerns about medical device EMI with
EASS and metal detectors before the
Technical Electronic Product Radiation
Safety Standard Committee (TEPRSSC),
an advisory committee established under
the Radiation Control for Health and
Safety Act of 1968. At this public meet-
ing, CDRH scientists and a physician
outlined CDRH’S current information
regarding these EMI interactions, in-
eluding: an analysis of medical device
reporting (MDR) network reports, a re-
view of the techni~al literature, and the
results of laboratory measurements per-
formed by CDRH. Manufacturers of
medical devices and EAfX and metal de-
tectors also presented their perspectives.
In addition, several leading cardiologists
presented their clinical impressions of the
significance of medical device EMI with
these systems.

As a result of the information pre-
sented, the TEPRSSC agreed with
CDRH’S plan to inform physicians about
the potential for EMI from EASS and
metal detectors. [ Further, CDRH is
working with the Association for the Ad-
vancement of Medical Instrumentation
(AAMI) and the American Society for
Testing and Materials (ASTM) to help
formulate standards for medical devices
(e.g., cardiac pacemakers and im-
plantable cardiac defibrillator [ICDS])
and metal detector systems, respective-
ly, to address EMI with both the medical
devices and the security system emitters.

CDRH has analyzed more than 50
MDR reports dating back to 1987 for
suspected incidents of security system
EMI with medical devices. Several re-
ports contain information about serious
patient consequences related to EMI
with EASS, metal detector systems, or
security systems. The largest group of
reports (33) involved moderate to severe
patient consequences from EMI with
cardiac pacemakers and ICD devices.
Twenty reports involved EMI with im-

planted spinal cord stimulators used for
relief of chronic pain. Most of these ad-

2 Medical Device & Diagnostic Industry . octob.sr 1999
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verse interactions were considered as
moderate in level of severity. Examples
of the most concerning MDR reports for
several medical devices are summarized
below.

.

“ A pacemaker patient reportedly lost
consciousness when standing for ap-
proximately 2 minutes near an EASS
tower (MDR 573141).
● In four separate incident reports, pa-
tient ICDS were reprogrammed into the
inactive mode after the patient passed
through, or was hand-scanned by, a
metal detector (MDR 806666, MDR
858835, MDR 212215 199700106,
MDR 21242151997 00229).
● A pacemaker patient’s pulse dropped
from 70 down to 31 beats/mi_n while
being interrogated with a metal detecior
in an airport (MDR 358472).
● An inappropriate fh-ing of an ICD oc-
curred when a patient leaned against an
EASS pylon in a grocery store (MDR
MWIO06883).
● An overinf%ion of drugs occurred,
which later required dialysis to remove
the excess drug, after the patient had
passed through a metal detecto~ the de-
vice manufacturer reported that the in-
fusion pump was functioning properly
when tested after the incident (MDR
232087).
● While near a security system, an im-
planted spinal cord stimulator patient ex-
perienced a strong shock, followed by
sporadic shocks that resulted in uncon-
sciousness and hospitalization (MDR
6000033199700079).

While the numbers of MDR reports
may be relatively small, the types of in-
teractions reported serve as a valuable
indicator of potential problems. In many
cases, manifestations of EMI effects ap-
pear to be only intermittent or momen-
tary. As a result, it can be difficult to as-
sociate the adverse interaction with a
specific interference phenomenon or
known source of EMI. Whh interference
from an EASS, for example, patients
may experience some device interaction
while they are within the EASS field.
The noticeable effects of the EMI may
quickly diminish once the patient has
exited the system. In many reported EMI
cases, the effects appear to result in im-
mediate patient symptoms such as a
change in heart rate or overstimulation to
nerve tissue. However, in some cases a

EM I F!ELD NOTES
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patient might not immediately associate
the adverse interaction with the expo-
sure, yet the possibility of suffering se-
rious consequences remains (as in the
cases ofdrugoverinfusion or reversion
of an ICD to monitor mode mentioned
above). Unlike interference from medi-
cal device users’ personal hand-held
transmitters, such as cellular phones
(where the user is aware of the EMI
source and, for the most part, is volun-
tarily exposed), security systems are
widespread and deliberately placed in
locations that are difficult to avoid. In
some cases, an EASS may be hidden and
patients may not even be aware of the
electromagnetic exposure. In view of the
variable and complex nature of EMI dis-
ruptions of medical devices, a-cautious
approach toward addressing concerns for
medical device safety and effectiveness
is warranted.

REPORTS IN TECHNICAL AND MEDICAL
LITERATURE

Potential EMI with cardiac pacemak-
ers from a variety of electromagnetic
sources is widely known in the clinical
community and is addressed by mamt-
facturers in device design, labeling, and
education. However, only a few studies
have targeted EMI from EASS, and even
fewer have addressed metal detector sys-
tems. Large multicenter studies, like
those performed for other EMI concerns
such as cellular telephones, seem to be
absent.2 Nevertheless, there have been a
few case studies have been reported in
the medical literature that involve EMI
with ICDS and spinal cord stimulators.
For example, McIvor reported on one
such incident in wh~ch an ICD patient
leaned up against an EAS system and
experienced a defibrillation shocks
Mathew et al. have also reported an in-
cident linking an ICD output shock with
an EASS.4 In addition to the ICD re-
ports, Eisenberg and Waisbrod reported
on a serious injury to a patient with an
implanted spinal cord stimulator ex-
posed to an EASS.S

McIvor also performed a study with
25 ICD patients and 50 pacemaker pa-
tients that were exposed to six different
EAS systems in a systematic approach.b
Although no interactions were seen with
the ICD patients in this study, nearly all
of the pacemaker patients experienced
some interaction with one or more of the

4 Medical Device & Diagnostic Industry . October 1999
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EASS. The interactions reported varied
depending upon the pacemaker, the test-
ing protocol, and the type of EASS. Ex-
posure to one type of EASS (pulsed
magnetic) revealed signs of EMI in 48
out of 50 pacemaker patients, with some
patients experiencing dizziness. McIvor
characterized the interactions in four
main types, some with significant clini-
cal implications. However, none of the
pacemakers or ICDS in this study were
reprogrammed by the interactions re-
ported by McIvor.

Wilke has also reported on interfer-
ence with implanted pacemakers by
EASS.7 His study indicated that the
pacemakers in 7 out of 53 patients ex-
perienced some type of interfere.ncg with
an EASS that had higher electromag-
netic fields associated with it. As a result
of this study, Wllke suggests that pace-
maker patients should avoid coming
close to an EASS for any length of time.

In addition to the studies and reports
with patients, there are several reports
of work performed in vitro using ICDS
and pacemakers .g-loThe results of these
studies suggest that lower-frequency and
pulsed-type EASS might interfere more
with implanted medical devices than the
swept radio-frequency (RF) or mi-
crowave systems (Table I). Unfortu-
nately, there is a dearth of such studies
for metal detectors.

Taken as a whole, some common
threads emerge from the published work
that are consistent with CDRHS experi-
ence with medical device EMI. For in-
stance, many medical devices are de-
signed to sense and react with
physiological signals, which are usually
low frequency (e.g., from 0.5 to about
10 Hz) and modulated. CDRH’S experi-
ence with EMI problems in other devices
(e.g., apnea monitors) indicates that ex-
ternal electromagnetic signals, with am-
plitude modulation falling within the
band-pass of the physiological signal
being measured, would likely be where
interactions would occur. Indeed, the
IEC 60601- I-2 standard, the most
prominent electromagnetic compatibili-
ty standard for medical electrical equip-
ment, currently requires that radiated
immunity testing be performed with ex-
posure to a signal modulated wittiln the
most significant band-pass of the device
or with a default modulation. 11There-
fore, potentially offending outside sig-
naIs with modulation characteristics
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close to the physiological signals being

measured by a medical device are much
more likely to interfere than other sig-
nals. This is not to say that medical de-
vices exposed to electromagnetic fields
with no low-frequency amplitude mod-
ulation would be immune to EMI. On
the contrary, the in vitro results in the
table clearly suggest that the swept RF
EASS caused EMI in a small, but not in-
significant, portion of devices.

FDA LETTER TO PHYSICIANS

Following the TEPRSSC meeting,
CDRH sent a letter to cardiologists, neu-
rologists, and other clinicians to provide
basic information about concerns for
medical device EMI from EASS and
metal detectors, and offer a few sugges-
tions intended to minimize risk. This let-
ter contains a brief synopsis of the FDA
MDR network incident reports relating
to these interactions. The letter points
out that the number of reported signifi-
cant incidents is very low, and that
CDRH is working with the device man-
ufacturers and EASS and metal detector
manufacturers to develop solutions. It
also contains some simple precautions
for patients who use electronic medical
devices that may be exposed to EASS or
metal detectors. Among these sugges-
tions are:

● Be aware that EASS may be hidden
and not readily visible.
● Avoid staying near an EASS or metal
detector any longer than necessary;
avoid leaning on these systems.
● If a security check with handheld metal
detectors is required, alert the securi-
ty personnel about any implanted or
patient-connected medical device and
request minimal exposure, or, if possi-
ble, an alternative form of search.

If any device malfunction is noted,
users should make this known to their
physician andfor the device manufactur-
er. In cases of serious interactions and
health consequences, manufacturers
must report such incidents to FDA. The
device user or medical practitioner can
also report the incident directly to FDA
under the MedWatch program (teIe-
phone 800-FDA- 1088). 12

Harthome and others have suggested
that the brief time for normal passage
through an EASS or metal detector gate

EM I FIELD NOTES
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would tend to minimize the chances for
clinically significant EMI with medical
devices. 13 In many instances, this may
well be the case, which could account
for the relatively small number of re-
ports considering the large volume of
patients exposed to these systems. How-
ever, there are many situations where
passage through the security system or
exposure to hand-held detectors occurs
over an extended time period. For ex-
ample, delays at a busy airport security
station may keep a person to the elec-
tromagnetic field longer than just a few
seconds. Alternatively, security system
configurations that place an EASS near
a cashier or workstation are not uncom-
mon. Such configurations appear likely
to expose a person within the ‘electro-
magnetic field for longer periods of
time. In addition, exposures to the hand-
held metal detectors are usually of short
duration, but there are incident reports
involving these products where the ex-
posure appears to have been longer.

If time constraints for exposure to se-
curity systems is not always practical,
then an understanding of the electro-
magnetic field characteristics around the
EASS or metal detector could provide a
predictor of the potential for EMI. A
suggestion for this has been made by
McIvor et al.b In their paper, calcula-
tions were made of the induced voltages
onto a pacemaker lead system loop of
200 cmz using measurements of the elec-
tromagnetic fields of the EASS used in
the study.

The paper explains that some of these
induced voltage values calculated from
EASS measurements fall outside the
specifications for normal and defined
pacemaker operation from the European
pacemaker standard EN 50061/Al .14
The result of some of the larger EASS
induced voltages might, under circum-
stances such as the patient remaining in
the EASS electromagnetic fields for an
extended period of time, lead to pace-
maker malfunction and possible patient
risk.

Concern has also been noted because
the emissions (carrier frequency or mod-
ulations) from different types of elec-
tronic security systems can fall within
the physiological pass band of several
kinds of ambulatory medical devices.
However, the scarcity of public infor-
mation about the characteristics of the
electromagnetic fields emitted from

EM I FIELD NOTES

7October 1999 . Medical Device & Diagnostic Industry



FwldNotes.1 9910 srs B
EM I FIELD NOTES

.

these systems makes it difficult to eval-
uate the potential susceptibility of med-
ical devices to these fields.

ELECTROMAGNETIC FIELO

MEASUREMENTS

Because of the paucity of information
on the electromagnetic fields emitted by
EASS, CDRH has measured these fields
around a number of sample EASS (Fig-
ure 1 illustrates one of these measure-
ments).ls A summary of the results were
presented at the TEPRSSC meeting. The
CDRH measurements did not encom-
pass all of the types of EASS, but did
include the following:

● An extra-low-frequency (EL-F) mag-
netic continuous wave (CW) system op-
erating at219 Hz.
● A voice-frequency magnetic CW sys-
tem operating at 535.7 Hz.
“ Three low-frequency pulsed magnetic
systems operating at 58 KHz.
● Three frequency-modulated (FM)
swept RF systems operating between 1.8
and 2.1 MHz or 7.2 and 9 MHz.

These measurements showed that the
electromagnetic fields around the trans-
mitting EASS pylon vary spatially from
top to bottom, side to side, and going
away from the pylon. The electromag-
netic fields also vary depending on the
specific system design and whether the
EASS is used with pairs of pylons (trans-
mitter and receiver) or a single pylon.
For example, the measurements revealed
that the single-pylon setup showed
broader field strength patterns than the
patterns around the paired pylons. In ad-
dition, measurements of the pulsed mag-
netic systems at a reference height of
130 cm, and a distance of 36 cm from the
transmitter, revealed remarkably consis-
tent field strengths of about 61-65 I.LT,
even though one system was measured
with the pylons separated more than 1
m further than the other systems. The
highest fields were measured from the
ELF magnetic EASS (122 PT), whereas
the swept RF systems were measured at
1 VT or lower.

Unfortunately, only a few studies have
been published on EASS and metal de-
tector interference with a few critical de-
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vices such as cardiac pacemakers and
ICDS. These studies appear inconsistent
about the significance of such interfer-
ence. In addition, it is not clear whether
the types of security systems used in the
published studies represent the entire
range of technologies in use (e.g., certain
types of the lower-frequency magnetic
field EASS typically used in libraries
seem to be unrepresented). Thus, studies
with broader objectives that cover the
range of security systems need to be
mounted to examine both the medical
device susceptibility and the clinical rel-
evance of any device-related EMI in
terms of effects on the patient. Such an
effort should include all potentially sus-
ceptible medical device classes, such as
spinal cord stimulators, for a variety of
malfunctions potentially due to EMI
with security systems. Additionally,
manufacturers of both the medical de-
vices and the electromagnetic field
source products (EASS and metal de-
tectors) should work together to mini-
mize the risk for EMI through better
communications, design, and testing.

Whh the pace of technology and the
cost factors relating to healthcare both
increasing, it can be expected that ever-
larger numbers of medical devices will
become more compiex, with more capa-
bilities and increasing portability. It
seems likely then that more medical de-
vices will come into the proximity of
EASS and metal detector systems. At the
same time, the security industry is rapid-
ly advancing, which is driving the need
for consistent information about the
electromagnetic fields generated by
these systems. In addition, there is the
need to develop voluntary medical de-
vice immunity standards and EASS and
metal detector emission standards to ad-
dress EMI among these products. Such
standards should have consistent test
methods reflective of the electromag-
netic fields encountered by medical de-
vices. These test methods should be re-
producible using readily available and
reasonably affordable instrumentation.

Physicians, patients, security system
users, manufacturers, and the public all
have a stake in obtaining and using the
information about the potential for med-
ical device EMI. Since medical devices
span a wide range of functions and con-
figurations, there is a great need to eval-
uate the potential for EMI in a range of
devices. The most immediate concern
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lies with the criticai life-supporting and
Iife-sustaining devices, such as cardiac
pacemakers. However, other vital med-
ical devices have been affected (e.g., im-

planted spinal cord stimulators) or could
be affected (e.g., portable respirators, in-
fusion pumps, and monitoring systems)
by EMI when passing through an EASS
system or metal detector.

CONCLUSIONS

With the information gathered by
CDRH from MDR reports, clinical and
technical literature, and laboratory mea-
surements, there is basis for concern that
the normal functioning of some medical
devices may be interfered with by EASS
or metal detectors. This concern is mit-
igated by the low numbers of docu-
mented cases of EMI in view of the es-
timated large numbers of exposures.

Although it is not considered a major
pubIic health problem at the moment,
the potential serious health conse-
quences for medical device users and the
potential susceptibility of a number of
vital medical devices warrant a cautious
approach to examining the EMI between
EASS and metal detectors and medical
devices. EASS and metal detectors cer-
tainly benefit the public in an age of
heightened security awareness, but this
must be balanced with the potential for

EMI with critical medical devices. Med-
ical device manufacturers, EASS and
metal detector manufacturers, and in-
dustry regulators must work together to
formulate ways to address these EMI
concerns so that device users, clinicians,
and the public are not unduly alarmed.
Voluntary performance standards and
equipment labeling can play an impor-
tant role in establishing medical device
EMI immunity and setting reasonable
limits on the electromagnetic source
emissions from EASS and metal detec-
tors.
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Table I. In vitro EASS interactions with medical devices from publtihed studies.
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